




































VII. Data Integrity and Authenticity

▪ Community metadata and data standards

▪ Metadata and data change management policies

▪ Maintaining consistency through retrospective 
repository remediation

▪ Repository snapshotting

▪ Explicitly versioned data repository

▪ Expert biocuration

▪ ORCID identification for depositors
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X. Preservation Plan

▪ Reference public documentation describing the full 
PDB data life cycle (wwpdb.org)
• All primary data deposition requirements
• Deposition, validation, and biocuration policies
• Transformations during data processing
• Accessioning, versioning and release processing
• Post release remediation
• Repository archiving procedures and repository 

management
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XI. Data Quality

▪ All PDB deposition, validation and biocuration
tools support and enforce Community data 
standards

▪ PDB provides validation reports describing 
compliance with  Community data quality 
standards

▪ Validation reports tailored for depositors, editorial 
reviewers, and general users

▪ PDB validation reports required by most scientific 
journals describing 3D structure determinations
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XIV. Data Reuse
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▪ Data and metadata requirements for deposition 

▪ Content and format extensibility

▪ Maintaining repository content and format 
consistency through retrospective biocuration

▪ Repository metadata and data content 
documentation (mmcif.wwpdb.org)  



XV. Technical Infrastructure

▪ Data reference standards and ontologies in use 
• Lengthy and requiring consolidation from many sources

▪ Full software development and deployment process

▪ Managing community software tools

▪ Infrastructure management 

▪ Capacity monitoring and management
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XV. Security

▪ Service availability, redundancy, disaster recovery

▪ Institutional security protocols and resources

▪ Application security protocols
• Coding standards
• Code review
• Testing and deployment protocols
• Version control 
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Outcomes and Challenges 
Supporting CTS 



General Benefits of the Certification Process 

▪ Requires an audit of the full life cycle of the repository 
data  pipeline

▪ Uncovers implicit knowledge of processes that may 
lack proper documentation

▪ Useful exercise to identify systematic weaknesses and 
potential areas for improvement

▪ Provides an opportunity to explore how other 
disciplines are addressing similar data management 
challenges 

▪ Provides a useful benchmark for resource and capacity 
planning

▪ Provides an excellent learning experience
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Some Certification Outcomes for PDB

▪ Harmonized practices and documentation across 
our regional data centers

▪ Improved alignment of our documentation with 
FAIR/FACT objectives 

▪ Introspection helped focus our long-term plans to 
improve availability and disaster preparedness 

▪ Explored some new approaches for schema 
registration, exchange and data discovery

▪ Certification beneficially contributed to our 
funding reapplication
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Some CTS and Certification Challenges

▪ Supporting CTS requires diverse expertise in data science 
and engineering as well as in the target domain

▪ The long time horizon of some CTS objectives are difficult to 
support with typical 3-5 year competitive funding cycles

▪ Addressing  long term objectives is similarly complicated for 
leased or cloud deployed infrastructure

▪ The resource burdens for robust CTS support may not be:
• fully accounted in the scope of current program offerings 
• fully appreciated by grant reviewers 

▪ Meetings and workshops like this will be important in 
providing the broader education to address some of these 
challenges
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